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                lkbcj lqj{kk : O;fDrxr MsVk dks lqjf{kr j[kuk&  

       izfrfnu dh rjg fiz;k vkt Hkh lqcg&lqcg Ldwy tkus ds fy, rS;kj 

gh gks jgh Fkh fd vpkud mlds eksckby esa ,d eSlst vk;k]ftlesa mlds dqN 

QksVks vkSj ,d ohfM;ks FkkA tc fiz;k us ml eSlst dks vksiu fd;k rks fiz;k us 

ns[kk fd mlesa mlds O;fDrxr QksVks dks ,vkbZ dh enn ls ohfM;ks esa duoVZ 

dj vkifRrtud voLFkk esa fn[kk;k x;k FkkA fiz;k dks le> gh ugha vk;k fd 

;s QksVks rks eSaus viuh lgsfy;ksa ds lkFk fiNyh ckj dh fidfud esa f[kapok;s 

Fks] ysfdu esjs bu QksVks esa esjs lkFk fn[kk;k x;k ;s vutku “k[l dkSu gSA eSa 

rks bl O;fDr dks tkurh Hkh ugha gwWA  

       fiz;k dk eu cspSu gks mBk vkSj fdlh vugksuh dh vk”kadk ls Hk;Hkhr 

gks x;kA fiz;k fdlh&u&fdlh izdkj fo|ky; igqap xbZ vkSj viuh d{kk esa 

fopkjeXu cSB xbZ vkSj mldk i<+kbZ esa Hkh eu ugha yx jgk FkkA d{kk esa 

daEI;wVj fo’k; dks i<kus okyh fiz;k dh fiz; f”kf{kdk jtuh eSMe vkbZ vkSj 

fiz;k dks mnkl cSBs ns[kk rks vuk;kl gh fiz;k ls iwN cSBh fd rqe bruh mnkl 

vkSj cspSu D;ksa yx jgh gks\ 

       fiz;k igys rks ldqpkbZ ysfdu fQj mlus viuh QSojsV eSMe ds viuRo 

Hkjs O;ogkj dks ns[kdj lkjh ckr csfgpd crk nhA jtuh eSMe us /;kuiwoZd 

fiz;k dh ckr lquh vkSj fiz;k dks igys rks lkaRouk nh fd rqe ?kcjkvks erA 

mUgksaus fiz;k dks crk;k fd orZeku le; esa bl izdkj dh lkbcj laca/kh vusd 

?kVuk,a cgqr ls yksxksa ds lkFk fnu&izfrfnu gks jgh gSaA jtuh eSMe us fiz;k 

dks dgk fd igys rks rqe Mjuk can djks vkSj ge feydj bl ckjs esa foLrkjiwoZd 

ckr djrs gSaA 

    blds mijkar jtuh eSMe us lkbcj lqj{kk dh vk/kkjHkwr tkudkjh nsus ds 

lkFk gh lkbcj QzkM]lkbcj flD;ksfjVh rFkk O;fDrxr MkVk dks lqjf{kr j[kus 
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ds ckjs esa fiz;k dks xgu tkudkjh iznku dhA lkbcj dh nqfu;k dh tkudkjh 

nsus ds lkFk gh jtuh eSMe us bl izdkj dh ?kVukvksa dh f”kdk;r laca/kh Vksy 

Qzh uacj rFkk iksVZy dh Hkh tkudkjh nh] ftlesa f”kdk;r djus ij bl izdkj 

dh ?kVukvksa ds laca/k esa lgk;rk nh tkrh gSA 

 

lkbcj lqj{kk dh ewy vo/kkj.kk%& orZeku le; esa fnu&izfrfnu ifjofrZr gks 

jgh nqfu;k esa rduhdh ds iz;ksx ds fcuk thou fuoZgu vR;f/kd nq:g gks 

tk,xkA rduhdh dk  iz;ksx djrs le; lkbcj lqj{kk O;fDrxr :i ls rFkk 

lkaxBfud :i ls lHkh ds fy, vR;f/kd egRoiw.kZ gSA lkbcj vijk/k dh nj 

lEiw.kZ fo”o esa yxkrkj c<+ jgh gSA lkbcj vijk/kh lqj{kk dneksa ls Hkh lnSo 

vkxs py jgs gSaA fnu&izfrfnu gks jgs lkbcj geyksa ds dkj.k orZeku le; esa 

izR;sd O;fDr ds fy, lkbcj lqj{kk vkSj O;fDrxr MsVk dks lqjf{kr j[kuk 

vR;f/kd egRoiw.kZ gks x;k gSA lkbcj lqj{kk rFkk O;fDrxr MsVk dks lqjf{kr 

j[kus ds vkSj lkbcj nqfu;k laca/kh tksf[keksa dks de djus ds fy, lkbcj lqj{kk 

laca/kh ewyHkwr vo/kkj.kkvksa rFkk fu;eksa o dkuwuksa dks tkuuk vko”;d gSA 

 

   lkbcj lqj{kk dk vFkZ%& lkbcj lqj{kk dk vFkZ gS] fdlh O;fDr vFkok 

laxBu dks lkbcj geyksa ls cpkus ds fy, mi;ksxh izkS|ksfxdh rFkk izfdz;kvksa 

dk bLrseky djukA ;g baVjusV ls tqM+h bdkb;ksa ls lacaf/kr ,d rjg dh 

lqj{kk gSA lkbcj lqj{kk daI;wVj]eksckby]usVodZ vkSj O;fDrxr MsVk dks 

nqHkkZoukiw.kZ geyksa ls cpkus dk ,d iwokZH;kl gSA lkbcj lqj{kk esa 

daEI;wVj]eksckby]usVodZ vkSj MsVk dks pksjh]{kfr ;k vuf/kd`r igqap ls cpkuk 

lfEefyr gSA c<+rs lkbcj [krjksa ds dkj.k gesa fnu&izfrfnu viuh j.kuhfr;ka 

Hkh fodflr djuh gksaxh vkSj mudks le;&le; ij v|ru Hkh djuk gksxkA 

 lkbcj lqj{kk gsrq egRoiw.kZ mik;%& 

1-etcwr ikloMZ& etcwr vkSj fo”ks’k ikloMZ O;fDrxr midj.kksa rFkk fMokbl 

ds fy, vR;f/kd izHkkoh mik; gSA etcwr ikloMZ ds dqN vko”;d fcUnq& 

v- ikloMZ de ls de 12 o.kZ dk gksuk pkfg,A 

c- vijdsl vkSj yksvjdsl ds v{kj ikloMZ esa lfEefyr gksus pkfg,A 
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l- la[;kvksa vkSj fo”ks’k izrhd fpUgksa dk feJ.k ikloMZ esa lfEefyr gksuk 

pkfg,A 

2-eYVh QSDVj vkWFksafVds”ku& eYVh QSDVj vkWFksafVds”ku vfrfjDr lqj{kk dks 

lqfuf”pr djrk gSA cgqdkjd izek.khdj.k gekjs ikloMZ dks vkSj vf/kd lqjf{kr 

rFkk vfrfjDr ijr tksM+us dk dk;Z djrk gSA ,e,Q, nks Lrj ij lR;kiu 

djrk gSA 

3- fu;fer lkWQ~Vos;j viMsV& vius lkWQ~Vos;j vkSj vkWijsfVax flLVe dks 

fu;fer :i ls viMsV djrs jgsa] ftlls ,d vfrfjDr lqj{kk lqfu”pr gksxhA 

viuh fMokblksa dks le;&le; ij viMsV djuk vR;f/kd egRoiw.kZ gS D;ksafd 

lkWQVos;j MsoyilZ fu;fer :i ls detksfj;ksa dks iSp djus ds fy, viMsV 

tkjh djrs gSaA 

4- fQf”kax geyksa ls lrdZrk& vDlj Hkzked bZesy ;k osclkbVksa ds ek/;e ls 

fQf”kad geyksa }kjk yksxksa ls laonsu”khy rFkk mudh xksiuh; tkudkjh izkIr 

dj /kks[kk fn;k tkrk gSA bl izdkj ds fQf”kax geyksa ls lrdZrk ,oa lko/kkuh 

j[kuk vko”;d gSA 

5- okbZ&QkbZ usVodZ dks lqjf{kr j[kuk& okbZ&QkbZ ds ek/;e ls lkbcj vijk/kh 

cgqr gh vklkuh ls vkidh fMokbl esa izos”k dj ldrs gSaA blds lkFk gh 

CywVqFk vkfn ek/;eksa ls vU; midj.kksa dks tksMuk Hkh vR;f/kd ?kkrd gks ldrk 

gSA bl izdkj dusfDVfoVh ds le; lrdZrk j[kuk vR;ko”;d gSA 

6- O;fDrxr MsVk cSdvi& fdlh Hkh laHkkfor [krjksa ls cpko gsrq fu;fer :i 

ls vius MsVk dk cSdvy ysuk vko”;d gSA MsVk ds cSdvi ds fy, ckgjh gkMZ 

Mªkbo ;k DykmM LVksjst vkfn dk mi;ksx djuk mi;ksxh lkfcr gksxkA 

vkfVZfQf”k;y baVsftysal vkSj lkbcj lqj{kk%& lkbcj lqj{kk esa vkfVZfQf”K;y 

baVsfytsal vR;f/kd mi;ksxh fl) gks ldrk gSA vkfVZfQf”k;y baVsfytsal ls 

lkbcj [krjksa dk irk vklkuh ls yxk;k tk ldrk gSA blds ek/;e ls tksf[ke 

dks de fd;k tk ldrk gSA lkbcj lqj{kk esa ,vkbZ dk mi;ksx fuEufyf[kr 

rjhdksa ls fd;k tk ldrk gS& 

1-[krjs dk irk yxkuk vkSj jksdFkke djuk& ,vkbZ ds ek/;e ls fdlh Hkh 

flLVe ;k usVodZ dh xfrfof/k;ksa vkfn ij utj j[kdj mudk fo”ys’k.k fd;k 

tk ldrk gSA ,vkbZ laHkkfor [krjksa dks fpfUgr dj ldrk gSA ,vkbZ ds ek/;e 
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ls e”khu yfuZax ekWMy dks cM+h ek=k esa MsVk ds fo”ys’k.k djus rFkk laHkkfor 

[krjksa dks igpkuus ds fy, izf”kf{kr fd;k tk ldrk gSA 

2-Lopkfyr izfrfdz;k& ,vkbZ Lopkfyr :i ls laHkkfor [krjksa dks Lo;a tkudj 

dkQh gn rd mudk funku Hkh dj ldrk gSA ,vkbZ xyr vkbZih ,Msªl dks 

Kkrdj mls CykWd dj ldrk gSA blds lkFk gh ,vkbZ ladzfer Qkbyksa dks Hkh 

CykWd dj ldrk gSA mnkgj.k ds :i esa flD;ksfjVh vkWdsZLVªs”ku]vkWVkses”ku 

vkfnA 

3-fQf”kax fMVsD”ku& ,vkbZ dks bZesy]osclkbVksa vkSj ;wvkj,y esa iSVuZ dks 

igpkuus ds fy, vklkuh ls izf”kf{kr fd;k tk ldrk gS]ftuds ek/;e ls 

fQf”kax geyksa dks jksdk tk ldrk gSA mnkgj.k ds fy, ,vkbZ fQf”kax ds ladsrksa 

ds fy, bZesy gsMj lkexzh vkSj vVSpesaV dk fo”ys’k.k dj ldrk gSA 

4- mi;ksxdrkZ ds O;ogkj dk fo”ys’k.k&,vkbZ mi;ksxdrkZ ds O;ogkj dh 

fuxjkuh dj ldrk gS] O;fDrxr izksQkby cuk ldrk gS vkSj vlkekU; 

xfrfof/k;ksa dk Hkh fo”ys’k.k dj ldrk gSA blds ek/;e ls lkbcj geyksa dk 

Hkh irk yxk;k tk ldrk gSA 

      lkbcj lqj{kk rFkk O;fDrxr MsVk dks lqjf{kr j[kus ds fy, vusd mik; 

fd, tk ldrs gSaA loZizFke gesa tkx:d gksuk gksxk rFkk viuh lHkh fMokblksa 

dks lqjf{kr djus ds Hkh mik; djus gksaxsA fMokbl dks vusd izdkj ls lqjf{kr 

fd;k tk ldrk gS] ftlds nks mnkgj.k uhps fn, tk jgs gSa& 

       dhykSxj lkWQ~Vos;j%& dhyksaxj ,d lfoZykal lkWQ~Vos;j gS] ftldks 

fdlh Hkh fMokbl esa ;fn baLVkWy fd;k tk, rks og ml flLVe esa izR;sd 

dhLVksd dks fjdkMZ dj ysrk gSA ;g izksxzke fjdkMZ dh xbZ Qkby dks ,d 

ykSx Qkby ds :i esa lgst dj j[krk gSA 
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                         Fig 1- keylogger software 

         baVhxzhVh psdj%& baVhxzhVh psdj ,d ,slk midj.k gS tks vkWijsfVax 

flLVe dh lqj{kk dks lqfuf”pr djrk gSA bl Vwy ds ek/;e ls lHkh flLVe 

Qkbyksa dh lR;fu’Brk rFkk lqj{kk lqfuf”pr gks tkrh gSA ;g fu;fer :i ls 

vkWijsfVax flLVe dh tkWp djrk gS vkSj ,d Hkjkslsean MsVkcsl ds lkFk rqyuk 

dj fujarj viMsV nsrk jgrk gSA baVhxzhVh psdj ds ek/;e ls ;g okLrfod 

le; esa rqjar vyVZ vkSj uksfVfQds”ku Hkstrk gSA  
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                                 Fig 2- Integrity checker 

 

fu’d’kZ& lkbcj lqj{kk izR;sd O;fDr ds fy, vR;f/kd egRoiw.kZ gSA lkbcj 

lqj{kk dh vk/kkjHkwr tkudkjh izkIr dj ge blds [krjksa ls dkQh gn rd 

viuk cpko dj ldrs gSaA lko/kkfu;ksa ds ek/;e ls ge viuh O;fDrxr vkSj 

laosnu”khy tkudkjh dh lqj{kk dj ldrs gSaA izfrfnu c<+ jgs lkbcj [krjksa 

ls [kqn dk rFkk vius ifjfprksa dk cpko dj ldrs gSaA ,vkbZ ds mi;ksx ls 

lkbcj lqj{kk dks dkQh vklku cuk fn;k gSA ,vkbZ ds }kjk Hkkjh ek=k esa MsVk 

dks lalkf/kr vkSj fo”ys’k.k djus]u, [krjksa ds vuqdwy gksus vkSj lqj{kk lapkyu 

ds fofHkUu igyqvksa ds fy, vR;f/kd mi;ksxh fl) gksrk gSA ,vkbZ ds mi;ksx 

ls lkbcj lqj{kk ds fy, vR;f/kd egRoiw.kZ gSA 
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